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MESSAGE

In this growing digital age, we have become more
dependent on the internet for many of our daily activities.
There are both advantages and disadvantages of using
internet. Everyday, we see new cyber crimes being reported.
Though Government agencies are equipped to deal with
cyber crimes, it is our duty to take precautions to remain safe.

It is a proven fact that if we are aware about how
various cyber crimes are committed, then it helps us to
protect ourselves and our family from such frauds.
Preventing crimes and protecting women and children in
cyber space is the objective of this initiative.

I am happy to know that Maharashtra Cyber is
bringing out the Cyber Security Awareness Booklet. I am
sure that the tips given in the Cyber Security Awareness
Booklet will help you to avoid everyday cyber frauds.

I wish all the best to the Maharashtra Cyber team in
their endeavour to keep the state of Maharashtra cyber safe

and secure. %
Yours}yym"-

ol
(Udﬂ';v Balasaheb Thackeray)

Tel. : 022-2202 5151/2202 5222, Fax : 022-2202 9214
E-mail : cm@maharashtra.qov.in. Website : www.maharashtra.qov.in
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Why is Cyber Security Awareness Important?

$GYDQFHG WHFKQRORJLHV KDYH FKDQJHG WKH PRGHUQ ZD\ RI Ol
EHQH¥%WV %H LW FRPPXQLFDWLQJ ZLWK IULHQGV VHDUFKLQJ IR
DYDLOLQJ RQOLQH VHUYLFHV %QGLQJ MRE %QGLQJ OLIH SDUW
LOQWHUQHW WRXFKHV DOPRVW DOO DVSHFWV RI RXU OLYHV +RZ
UDQJH RI WKUHDWYV

1HZ DQG SRZHUIXO F\EHU DWWDFNV DUH VWULNLQJ WKH LQWHUQ
GLJLWDO OLYHV FDQ RSHQ WKH GRRU WR F\EHU FULPLQDOV &\EF
RXU UHSXWDWLRQ $FFRUGLQJ WR D VWXG\ E\ D OHDGLQJ LQGXV)
DWWDFNV DUH FDXVHG E\ KXPDQ QHJOLJHQFH 7KHUHIRUH F\EH
HYHU\RQH WRGD\

‘H PXVW EH YLJLODQW ZKLOH PDNLQJ XVH RI WHFKQRORJ\ WR UH

Types of Cybercrime

$ F\EHUFULPH LV D FULPH LQYROYLQJ FRPSXWHUV DQG QHWZRUN'
IURP LOOHJDOO\ GRZQORDGLQJ PXVLF OHV WR VWHDOLQJ PRQH\
DUH QRW DOZD\V %QDQFLDOO\ PRWLYDWHG &\EHUFULPHV LQFO)
LQFOXGH IUDXGV VXFK DV MRE UHODWHG IUDXGYV PDWULPRQLD
SHUVRQDO LQIRUPDWLRQ $DGKDDU GHWDLOV FUHGLW GHELW F
GHIDPDWLRQ RI DQ LQGLYLGXDO RQ VRFLDO PHGLD GLVWULEXWI
DOVR OHDG WR SK\VLFDO RU VH[XDO DEXVH

,Q WKLV ERRNOHW ZH ZLOO GLVFXVV IROORZLQJ FRPPRQ W\SHV |

Identity Theft Psychological Tricks

Digital Banking Attacks through Virus Attacks on
Frauds Mobile Applications Personal Computer
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What is Identity Theft?

,GHQWLW\ WKHIW LV WKH DFW RI ZURQJIXOO\ REWDLQLQJ VRPHR
LGHQWLW\ ZLWKRXW WKHLU SHUPLVVLRQ 7KH SHUVRQDO LQIRUF
DGGUHVVY EDQN DFFRXQW QXPEHU $DGKDDU QXPEHU RU FUHGLW

,GHQWLW\ WKHIW FDQ KDYH PDQ\ DGYHUVH HIIHFWV 7KH IUDXGVW
LGHQWLW\ SURRIV WR

JDLQ DFFHVV WR \RXU EDQN DFFRXQWYV

DSSO\ IRU ORDQV DQG FUHGLW FDUGV RU RSHQ LQVXUDQFH DI
%OH D WD[ UHIXQG LQ \RXU QDPH DQG JHW \RXU UHIXQG
REWDLQ D GULYHUuV OLFHQVH SDVVSRUW RU LPPLJUDWLRQ S
FUHDWH QHZ XWLOLW\ DFFRXQWYV

JHW PHGLFDO WUHDWPHQW RQ \RXU KHDOWK LQVXUDQFH
DVVXPH \RXU LGHQWLW\ RQ VRFLDO PHGLD

JLYH \RXU QDPH WR WKH SROLFH GXULQJ DQ DUUHVW HWF

+H +H H H

+HQFH HYHU\RQH VKRXOG EH DZDUH DERXW LGHQWLW\ WKHIW D
ORRN DW VRPH H[DPSOHV RI LGHQWLW\ WKHIW

Hacking or gaining access to Social Media Accounts

7KH DWWDFNHU KDFNV RU JDLQV DFFHVV WR WKH VRFLDO PHGLD
KDUP WKH YLFWLP E\ PLVXVLQJ WKHLU SHUVRQDO LQIRUPDWLRQ I
RITHQVLYH FRQWHQW RQ YLFWLPuV SUR%OH RU GHIDPH WKH YLFW

Misuse of photo copies of identity proofs

7KH DWWDFNHU PLVXVHV WKH SKRWR FRSLHV RI LGHQWLW\ SURF
$DGKDDU &DUG RU DQ\ RWKHU LGHQWLW\ SURRI RI WKH YLFWLP
VWHDO PRQH\ RU FDXVH KDUP WR WKH YLFWLP

Credit/Debit Card Skimming

&UHGLW 'HELW FDUG VNLPPLQJ LV GRQH XVLQJ D VPDOO GHYLFH |
FDUG VWRUHV GHWDLOV VXFK DV QDPH FUHGLW GHELW FDUG Q>
GHELW FDUG LV VZLSHG WKURXJK D VNLPPHU 7KHQ WKH VNLPPH
WKLY VWROHQ GDWD WR PDNH RQOLQH WUDQVDFWLRQV 7KH\ DO\
FDUGVY DQG ZLWKGUDZ PRQH\ IURP $70
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Storyl: +DFNLQJ RU JDLQLQJ DFFHVV WR 6RFLDO
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6DPHHUD JHWYV
KHU %RVV VWD
WKH FRQ%GHQW
GRFXPHOWV ZH
RQ WKH ,QWHUQ

°)

6KH DJDLQ UHFH
I[URP KHU IULHQ
WKDW KHU VRFLPO PHGLD
SDJH VKRZV RE g
LPDJHV DQG YLG@HRYV

6DPHHUD ORVHVY KHU MR
GXH WR OHDNLQJ RI WKl
SURMHFW GRFXPHQWYV
ORUHRYHU VKH|LV

DVKDPHG WKDW|KHU

SKRWRVKRSSHG| REVFHQ
LPDJHV DUH SRYWHG RQ
VRFLDO PHGLD

6KH UHJUHWYV KDW VKF
QRW ORJ RXW R|I KHU VR
PHGLD DFFRXQW

POLICE -,

CYBER CELL

VSHFWRU
WLIDWHV
UUHVWYV

I.
o<o

: ,,,,,f‘ )

'R QRW FORVH WKH EURZVHU ZLQGRZ ZLWKRXW ORJJLQJ
8VH VWHS YHUL¥%FDWLRQ VXFK DV RQH WLPH SDVVZRUG
HOVHuV FRPSXWHU

'R QRW VDYH \RXU XVHUQDPH DQG SDVVZRUG LQ WKH ZH|
5HILVWHU \RXU PRELOH QXPEHU ZLWK VRFLDO QHWZRUN
HYHQW RI XQ DXWKRUL]JHG DFFHVV

¥ SBHUPDQHQWO\ GHOHWH DOO GRFXPHQWY GRZQORDGHG R

+H +H

+H +H
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+H YLVLWYV 3RO
ZKHUH WKH ,QV{
H[SODLQV WKDW
RI LGHQWLW\ WH

FH 6 WD\
bHFWRU
LW LV L
HIW

6RPHRQH XVHG
FDUG QXPEHU D
\HDUV Rl ,7 UHW
FKDQJLQJ SKRW
VLIQDWXUH DG
SKRQH QXPEHU
LGHQWLW\ SURR

KLV 3$1
DG WZR
XUQV E\
RJUDSK
GUHVV D
| Q KLV
Y,

7KH IUDXGVWHU
DSSOLHG IRU O
SHUVRQDO ORD(
RWKHU PDMRU E
WKH VDPH GRFX

POLICE
CYRER CELL

6XUHVK UHJUHW
KLV SHUVRQDO

ZLWK WKH XQ W
DJHQF\

2 ggan ©§
1 lii 1]

¥ I1HYHU SURYLGH GHWDLOV RU FRS\ RI LGHQWLW\ SURRIV
9RWHU &DUG 'ULYLQJ /LFHQVH $GGUHVV 3URRI WR XQN
%H FDUHIXO ZKLOH XVLQJ LGHQWLW\ SURRIV DW VXVSLFI
'R QRW VKDUH VHQVLWLYH SHUVRQDO LQIRUPDWLRQ OLI
J)DPLO\ '"HWDLOV $GGUHVV 3KRQH 1XPEHU RQ SXEOLF S
¥ $0zZzD\V VWULNH RXW WKH SKRWR FRS\ RI WKH LCHQWLW\
XVDJH RYHUODSSLQJ WKH SKRWR FRS\ 7KLV ZD\| LW EHF
SKRWR FRS\
¥ 'R QRW OHDYH \RXU FUHGLW GHELW RU $70 FDUG UHFHL:
EDQN $70 RU D VWRUH QHYHU WKURZ WKHP DZD\ LQ SXE!
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Story3: &UHGLW 'HELW &DUG 6NLPPLQJ

FKLQ DQG KL
H KDYLQJ GLQ
VWDXUDQW 7
LYHV WKH ELOC

Sachin 'R \RX DF}
FDUG SD\PHQW"

Waiter <HV 6LU
6DFKLQ KDQGYV

GHELW FDUG WR
IRU SD\PHQW

COUNTER

7KH ZDLWHU WD
ELOOLQJ FRXQWHU

7KH VNLPPLQJ P|DF
ORRNV MXVW OLNH
SD\PHQW PDFKLRH
XVXDOO\ VHHQ [LQ

7KH Z U
FDUG \PHQ
RYHU WR 6DFKL
WR HQWHU WKH
HQWHUV WKH 3
ZLWKRXW KLGL
SHRSOH DURXQ
7KH ZDLWHU PD
RI WKH 3,1

NHV LW !

ZKHU

VHFUHWO\ VZLSHV WKH |
LQ D VNLPPLQJ PDFKLQH
FDSWXUH FDUG [LQIRUPD

UHVWDXUDQWYV KRSV F



7KH ZDLWHU QRZ KDV DC
WKH UHTXLUHG [GHWDLO
DFFRXQW KROGHUPV QDF
DFFRXQW QXPEHU GHEL
FDUG QXPEHU &99 DQG

3,1
$IWHU D IHZ GD|\V
6DFKLQ UHFHLYHY DQ 60

VWDWLQJ DUH
ZLWKGUDZQ IURP $70

6DFKLQ YLVLWYV POLICE ~

6WDWLRQ ZKHU CYBER CELL
,QVSHFWRU H[S{ ‘

WKDW KH LV D Y
FDUG VNLPPLQJ

7KH IUDXGVWHU
GHWDLOV IURP
PDFKLQH WR FO
GHELW FDUG DQ
PRQH\ IURP $70

6DFKLQ UHJUHW|V EHLQJ
FDUHOHVYV ZLWK WKH 3,1
POLICE DQG KDQGLQJ W|KH GHEL
CYBER CELL FDUG WR WKH ZPLWHU Z
VXSHUYLVLRQ

¥ $0ZD\V HQVXUH WKDW FUHGLW GHELW FDUG VZLSHV DW )
HWF DUH GRQH LQ \RXU SUHVHQFH 'R QRW DOORZ WKH '
DzD\ WR VZLSH IRU WKH WUDQVDFWLRQ

¥ /RRN RXW IRU FUHGLW GHELW FDUG VNLPPHUV DQ\ZKHUH
HVSHFLDOO\ DW SHWURO SXPSV $70V HWF

¥ .l \RX QRWLFH D FUHGLW GHELW FDUG UHDGHU WKDW SU
RI WKH PDFKLQH LW PD\ EH D VNLPPHU

¥ 1HYHU VKDUH \RXU 3,1 ZLWK DQ\ERG\ KRZHYHU FORVH W
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What are Psychological Tricks?

3V\FKRORJLFDO WULFNV DUH ZKHUH DWWDFNHUV SOD\ ZLWK WKH
RITHUV 2QFH WUDSSHG WKH DWWDFNHUV FDQ H[SORLW WKH Yl
VHQVLWLYH SHUVRQDO LQIRUPDWLRQ QDPH $DGKDDU GHWDLOV
LQ DQ\ RWKHU zD\ 7KH HQWLUH EDVLV RI WKLV NLQG RI DWWDF!
VHQGLQJ IDNH H PDLOV FDOOV RU 606V

Phishing LV WKH DFW RI VHQGLQJ IUDXGXOHQW H PDLO WKDW DSSF
H[DPSOH D EDQN D UHFUXLWHU RU D FUHGLW FDUG FRPSDQ\ F
VHQVLWLYH SHUVRQDO LQIRUPDWLRQ EDQN DFFRXQW GHWDLOV

Vishing LV VLPLODU WR SKLVKLQJ %XW LQVWHDG RI H PDLO LQ
WHOHSKRQH WR REWDLQ VHQVLWLYH SHUVRQDO DQG #%QDQFLDO

Smishing LV WKH 606 HTXLYDOHQW RI SKLVKLQJ ,W XVHV 606 WR V!
606 DVNV WKH UHFLSLHQW WR YLVLW D ZHEVLWH ZHEOLQN RU FD!
LQWR SURYLGLQJ VHQVLWLYH SHUVRQDO LQIRUPDWLRQ GHELW F

3KLVKLQJ 9LVKLQJ DQG 6PLVKLQJ DUH GRQH LQ DQ DWWHPSW WR
RWKHU KDUP WR WKH YLFWLP

/HW XV ORRN DW VRPH H[DPSOHV RI SV\FKRORJLFDO WULFNYV

Lottery Fraud

7KH ITUDXGVWHU FRQJUDWXODWHYV WKH YLFWLP IRU ZLQQLQJ D |
YLFWLP LV GHOLJKWHG DQG LV HDJHU WR JHW WKH ORWWHU\ PR
WRNHQ DPRXQW DQG VKDUH YLWDO SHUVRQDO LQIRUPDWLRQ WR
PRQH\ DQG GRHV QRW JHW DQ\WKLQJ LQ UHWXUQ

Credit/Debit Card Fraud

7KH DWWDFNHU WULHVY WR VFDUH WKH YLFWLP E\ LQIRUPLQJ WKHI
7KH YLFWLP EHFRPHV ZRUULHG DQG VWDUWYV SDQLFNLQJ 7KH D\
DQG DVNV YLFWLP WR SURYLGH VHQVLWLYH SHUVRQDO LQIRUPDW
WKHQ PLVXVHG WR VWHDO PRQH\ RU FDXVH KDUP WR WKH YLFWLI

Job Related Fraud

7KH DWWDFNHU VHQGY D IDNH H PDLO WR WKH YLFWLP RIIHULQJ
XQIRUWXQDWHO\ EHOLHYHV LW DQG IROORZV WKH LQVWUXFWLRC
WKH YLFWLP SK\VLFDOO\
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Story1: /RWWHU\ JUDXG
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Hemant 5DYL P\

LV QDOO\ RYH
ORWWHU\ ZRDWH

&KHFN WKLV H P

Ravi 7KLV LV D |
H PDLO 7KLV LV
ZHEVLWH IURP Z
SXUFKDVHG WK
WLFENHW 'RQuW
PRQH\ WR WKHP

Hemant VKRFNHG
, DOUHDG\ WUD

DVIHUUH

Ravi 5HSRUW WH WKH

QHDUHVW SROL
LPPHGLDWHO\

+HPDQW UHJUH\
ORVW KLV PRQH
GLG QRW WKLOQN
DQG EHOLHYHG
ZLWKRXW YHULI
DXWKHQWLFLW\

FH VWDW

VV WKDW
\ DV KH
UDWLRC
WKH H P
LQJ LWV

~N

¥ 'R QRW UHVSRQG WR PHVVDJHV IURP XQNQRZQ VIRXUFH U

%QDQFLDO GHWDLOV HYHQ LI
‘R QRW UHVSRQG WR VXVSLFLRXV H PDLOV RU FOLFN RQ
‘R QRW WUDQVIHU PRQH\ WR DQ\ XQ WUXVWHG X
5HPHPEHU \RX FDQ QHYHU ZLQ D ORWWHU\ LI \RY KDYH Q
$0ZD\V YHULI\ WKH FRUUHFWQHVV RI WKH GRPDLQ RI WK

LW DVVXUHV FUHG

L W RI PR

ONQRZQ

JRYHUQPHQW ZHEVLWHY KDYH 2 JRY LQ® RU 2 QLK LQ3 DV
¥ +DYH SURSHU VSDP %»OWHUVY HQDEOHG LQ \RXU H PDLO D

J
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Caller +HOOR DP
, VSHDNLQJ WR
ODQLVKD" ,uP FIO
IURP \RXU EDQN
<RXU GHELW FD
EHHQ EORFNHG
VXVSLFLRXV DF
, QHHG WR YHU
GHWDLOV WR U
FDUG 3OHDVH
\RXU GHELW FD
DQG 3,1

Caller :H DOUHD
\RXU GHWDLOV (
MXVW QHHG WR
30HDVH SURYLG
FDUG QXPEHU D

ODQLVKD SURY
GHWDLOV DVNHU(
FDOOHU

Manisha 30HDVH
UH DFWLYDWH P
VRRQ

Story2: &UHGLW 'HELW &DUG )UDXG

Manisha %XW KR

EORFNHG"

6RFLHW\ LQ '"HO
EDQN"
Manisha <HV WKH

LQIRUPDWLRQ \H
FRUUHFW

A
EHOLHYH ZKHWKH

GR ,
U LWpV

Caller ,V WKLV ODQLVKD
OLYLQJ LQ 6XQ¢[RZHU

L KDYL

VDYLQJV DFFRXQW LQ W

X JDYH
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$IWHU WKUHH HRXUV
ODQLVKD UHFHL|FHV 606
QRWL%FDWLRQ WKDW
KDYH EHHQ GHELWHG IU
KHU DFFRXQW IRU DQ RQ
WUDQVDFWLRQ
6KH UHDOL]HV WKDW WK
ZDV D IDNH FDOP DQG W
DWWDFNHU XVHE WKDW
LQIRUPDWLRQ WR VWHD(
PRQH\
P
POLICE
CYBER CELL
6KH YLVLWV WK
6WDWLRQ ZKHU .;“
WHOOV KHU WKD K B
YLFWLP RI 9LVK
7KH LQVSHFWRU
WKH LQYHVWLJD
ODQLVKD UHJUHWV
EHOLHYLQJ WKH DWWDF|
DQG JLYLQJ DzD\ YLWDO
CYPB%;'CCEELL LQIRUPDWLRQ ZLWKRXW
WKLQNLQJ UDWLURQDOO\
i ggppe B
N
f 'R QRW JHW SHWUL%HG LI \RX UHFHLYH D FDOO YWDWLQ.
ZLOO QHYHU FRQYH\ VXFK LQIRUPDWLRQ RQ FDO|O
f 'R QRW VKDUH \RXU 3,1 SDVVZRUG FDUG QXPEH|U &99 Q
VWUDQJHU HYHQ LI KH VKH FODLPV WR EH EDQN| HPSOR\
YLWDO LQIRUPDWLRQ
f .HHS \RXU EDQNpV FXVWRPHU FDUH QXPEHU KDQ|G\ VR Wi
VXVSLFLRXV RU XQ DXWKRUL]JHG WUDQVDFWLRQY RQ \RX
J
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Story3: -RE 5HODWHG )UDXG

9LNUDQW LV D E
VWD\V DORQH +
DQ H PDLO VWD
KDV EHHQ VKRU
MRE LQ DQ DGY
ZLWK D YHU\ KL
+H JHWV YHU\ H
DIWHU UHDGLQJ
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9LNUDQW DSSOLHV IRU V
MRE DQG IROOREV WKH
PHQWLRQHG SURFHGXUH
SURYLGHV KLV g9 LQFOX
SHUVRQDO LQIRUPDWLRC
VXFK DV DGGUHYV PREL
QXPEHU HWF 7KH H PDL
DOVR VWDWHV WKDW KH
WR WUDYHO WR|[D GLIIHL
DQG VWD\ LQ WHKH
PHQWLRQHG KRWHO IRU
GD\V IRU WKH LOWHUYLF

SURFHVYV

9LNUDQW UH
PHQWLRQHG
VHHV RWKHU FD
ZDLWLQJ LQ WK
+H LV RIIHUHG
GULQN E\ D ZD

$IWHU KDYLQJ
9LNUDQW VWDU
GL]I\




+H VRPHKRZ WU
EDFN WR KLV KR
QRWLFHY WKDW
LV EURNHQ DQG
ZDV UREEHG WR

POLICE
CYBER CELL

2QFH KH ZDNHV |[XS KH
%QGV KLPVHO! ®\LQJ RQ
VWUHHW DOO KLV EHOR
ZHUH JRQH +H UHDOL]JH
WKDW KH ZDV UREEHG

+H ODWHU UHDF
3ROLFH BWDWLR
FULPH ZKHUH W
,QVSHFWRU LQIH

D
L

KHV WKH

JRW WULFNHG XNVLQJ
L

3KLVKLQJ H PD
9LNUDQW UHJUH

WV VKDL

SHUVRQDO LQIRUPDWLRC
IUDXGXODQW H PDLO ZL\
YHULINLQJ WKH GHWDLO\

HWF

¥ $0zZD\V VHDUFK DQG DSSO\ IRU MREV SRVWHG RQ\DXWKHQ

¥ &KHFN LI WKH GRPDLQ RI WKH H PDLO LV WKH VOPH DV W
JRU H[DPSOH DOO JRYHUQPHQW ZHEVLWHYV KDY

¥ ,1 DQ H PDLO KDV VSHOOLQJ

VFDP

f %YHZDUH RI WKH

2 JRY L

JUDPPDWLFDO DQG|SXQFWX

IDNH FDOOV H PDLOV LPSHUVRQPWLQJ W

UHTXHVWLQJ IRU SHUVRQDO LQIRUPDWLRQ RU PRQH\
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SOCIAL MEDIA
FRAUDS

What are Social Media Frauds?

6RFLDO OHGLD KDV EHFRPH DQ LQWHJUDO SDUW RI RXU OLYHV ,\V
DQG LQIRUPLQJ SHRSOH DERXW WKH HYHQWYV LQ RXU OLYHV :H VI
WKH IRUP RI VHOI DQG IDPLO\ SKRWRJUDSKV XSGDWHV RQ RXU O
RQ SUHYDOHQW WRSLFV HWF 2QH FDQ XQGHUVWDQG WKH HQWLL
PHGLD SUR%OH DQG FDQ HYHQ SUHGLFW IXWXUH HYHQWY EDVHG

7KLV SRVHV D WKUHDW WR DQ LQGLYLGXDO DV XQZDQWHG DFFH\
LQIRUPDWLRQ GHIDPDWLRQ RU HYHQ ZRUVH FRQVHTXHQFHV VXFI
+HQFH SURWHFWLRQ DQG DSSURSULDWH XVH RI VRFLDO PHGLD ¢

/HW XV ORRN DW VRPH H[DPSOHV RI VRFLDO PHGLD IUDXGV

Sympathy Fraud
7KH DWWDFNHU EHFRPHV IULHQGV ZLWK WKH YLFWLP RQ VRFLDO
LQWHUDFWLRQVY 7KH DWWDFNHU ODWHU H[WUDFWV PRQH\ KDUPYV

Romance Fraud
7KH DWWDFNHU EHFRPHV IULHQGV ZLWK WKH YLFWLP RQ VRFLDC
YLFWLPpV DIIHFWLRQ 7KH DWWDFNHU ODWHU H[SORLWYVY WKH YLF

Cyber Stalking

&\EHU VWDONLQJ LV D FULPH LQ ZKLFK WKH DWWDFNHU KDUDVVFE
VXFK DV H PDLO LQVWDQW PHVVDJLQJ ,0 PHVVDJHV SRVWHG

$ F\EHU VWDONHU UHOLHV XSRQ WKH IDFW WKDW KLV KHU WUX
$ F\EHU VWDONHU WDUJHWV WKH YLFWLP ZLWK WKUHDWHQLQJ
DFWLYLWLHY LQ WKH UHDO ZRUOG

Cyber Bullying

&\EHU EXOO\LQJ LV EXOO\LQJ WKDW WDNHV SODFH RYHU GLJLWLCL
606 VRFLDO PHGLD IRUXPV RU JDPLQJ DSSV ZKHUH SHRSOH FDC
&\EHU EXOO\LQJ LQFOXGHV VHQGLQJ SRVWLQJ RU VKDULQJ QHJD
HOVH 7KH LQWHQWLRQ LV WR FDXVH HPEDUUDVVPHQW RU KXPLO!
XQODZIXO FULPLQDO EHKDYLRU



SOCIAL MEDIA
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Story1: 6\PSDWK\ )UDXG

6DQWRVK OLNHYV
LQWHUQHW DQG
IULHQGV RQ KLV
PHGLD SUR%OH

2QH GD\ KH UHF
D IULHQG UHTXH
D EHDXWLIXO \R
ZRPDQ QDPHG $
+H DFFHSWV WK
UHTXHVW DV KH
SUR%OH SLFWXJ(

WR VXU
KDV PD(
VRFLDO

HLYHYV
VW IURPF

6DQWRVK DQG $
KDWWLQJ DQG
00 DOO GD\

uQbD

Money Transfer

25000/- 2QH GD\ $SDUQ

UHTXHVWYV IRU
IURP 6DQWRVK
KHU EURWKHU L
WR WKH KRVSLW
QHHGVY WR GHSH
DPRXQW XUJHQV

8QDZDUH RI UHO
6DQWRVK JLYHV
WR $SDUQD

WDWLQ.
V DGPLW
DO DQG
VLW WK
V O\

OLW\
WKH PR




VDPH WR WKH 3H
6WDWLRQ

POLICE T,

CYBER CELL 6DQWRVK %OHV|D PLVVL
FRPSODLQW DW|3ROLFH
6WDWLRQ

7KH ,QVSHFWRU|H[SODLC
WKDW WKLV LV p YHU\
FRPPRQ FULPH DPQG KH
KDV EHHQ D YLAWLP RI
VI\PSDWK\ IUDX(Q

7KH ,QVSHFWRU LQYHVWLJDWHYV
WKH PDWWHU DQG FDWFKHYV
$SDUQD 6DQWRVK UHDOL]HV
WKDW $SDUQD ZDV D IUDXG

+H UHJUHWV WUXVWLQJ D
UDQGRP VWUDQJHU RQ VRFLDO
PHGLD DQG JLYLQJ VXFK D
ODUJH DPRXQW RI PRQH\

WR KHU

¥ %H FDUHIXO ZKLOH DFFHSWLQJ IULHQG UHTXHV?A IURP V)
&\EHU FULPLQDOV RIWHQ FUHDWH IDNH VRFLDO PHGLD S
YLFWLPV ZLWK DQ LQWHQWLRQ WR KDUP WKHP

¥ 'R QRW VKDUH SHUVRQDO GHWDLOV RU JHW LQWR % QDQF
SHUVRQ ZKRP \RX KDYH PHW RQ VRFLDO PHGLD $SODWIRU

¥ . HHS IDPLO\ IULHQGV LQIRUPHG LQ FDVH \RX SODQ WR P
$0ZD\V SODQ VXFK PHHWLQJV LQ SXEOLF SODFH)»/
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Story2: 5RPDQFH )UDXG

GKQD DQG 9LFN\ VWDUW
DWWLQJ DQG WDONLQJ RQ
00 DOO GD\ 6RRQ VKH
JLQV WR IDOO IRU 9LFN\
G DFFHSWV ZKHQ 9LFN\
RSRVHV WR KHU

OLNHV WR VXUI
HW DQG KDV PD(
RQ KHU VRFLDC
UR%OH

vT—ro
Coo
=0
X
cO
00

o T
cT o
©

O g

,_
I
O
®
<

D\ VKH UHFHLYHV
LHQG UHTXHVW IURP
DQGVRPH \RXQJ
DPHG 9LFN\
FFHSWV WKH IULHC
HVW DV VKH OLNHYV
¥%0H SLFWXUH

~

nwcowoomnN
900

2QH GD\ 9LFN\

FRQYLQFHV KHU LQWR D
LQWLPDWH UHODWLRQVF
WDNHV KHU WR D ORGJH



6KH JHWV ZRUULHG DQG
GHFLGHV WR UHSRUW WKLV
LQ 3ROLFH 6WDWLRQ ZKHUH
WKH ,QVSHFWRU H[SODLQV
KHU WKDW VKH KDV EHHQ D
YLFWLP RI URPDQFH IUDXG

IWHU WKDW GD\ KH
HDNV XS ZLWK KHU +1
WHU EODFNPDLOV KH!L
PDQGLQJ PRQH\ HOVF
ZRXOG XSORDG KHU
FWXUHV DQG YLGHRYV
VRFLDO PHGLD

$
EU
oD
GH
KH
SL

7KH ,QVSHFWRU
LQYHVWLIJDWHY WKH PD\
DQG DUUHVWYV 9LFEN\

6DGKQD LV GHSUHVVHG
DQG UHJUHWYV EHIULHQG
D UDQGRP VWUDQJHU RQ
VRFLDO PHGLD

~

$ %H FDXWLRXV ZKLOH UHVSRQGLQJ WR XQNQRZQ |[IULHQG
SODWIRUPV 'R QRW UHVSRQG WR XQNQRZQ IULHQG UHTX
$ 1HYHU VKDUH LQWLPDWH SLFWXUHV ZLWK DQ\RQH RQ RQ

PLVXVHG ODWHU

f 'R QRW VKDUH SHUVRQDO GHWDLOV RU JHW LQWR % QDQF
SHUVRQ ZKRP \RX KDYH PHW RQ VRFLDO PHGLD $SODWIRU

J
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Story3: &\EHU 6WDONLQJ

SUHHWL LV D EHDXWLIXO
DQG SRSXODU JLUO LQ WKH
FROOHJH

KH LV DFWLYH RQ PXOWLSOH
RFLDO PHGLD SODWIRUPV

LUO ZKR OLNHVY WUDYHOOLQJ LQ

6
\%
6KH LV DQ DGYHQWXURXYV
J
GLIITHUHQW FLWLHV

6KH DOZD\V XVHV WKH
&KHFN ,Q IHDWXUH RI KF
VRFLDO PHGLD SUR%OH
WDJ WKH SODFHV VKH KI
EHHQ WR

<

KL NHHSV VWDONLQJ
HWL RQ VRFLDO PHGLD

w ol
cr

GD\ 3UHHWL

LGHV WR JR RQ D VROR
NNLQJ WULS ([FLWHGO\
XSGDWHV KHU SODQ
RFLDO PHGLD ZLWK

UDU\ 5LVKL QRZ

KHU HQWLUH SODQ
FLGHV WR IROORZ KHU
WULS

DOzZro<sON
DOOZSOXcTO

T



5LVKL IROORZV KHU QHD
PRXQWDLQ ZKHUH KH %0Q
KHU DORQH DQG PROHVYV
KHU

SUHHWL FULHY DQG VKRXWYV
IRU KHOS 5LVKL UXQV DZD\
EHIRUH DQ\RQH DUULYHYV
WKHUH IRU KHOS

SUHHWL YLVLWYV 3ROLFH
6WDWLRQ ZKHUH WKH

,QVSHFWRU LQYHVWLJDV
WKH FDVH 7KH ,QVSHFW
WUDFNV WKH ZKHUHDER:
R1 5LVKL DQG DUUHVWYV

SUHHWL UHJUHWYV VKDUL
WULS LWLQHUDU\ SXEOL
VRFLDO PHGLD

$ 5SHVYWULFW DFFHVV WR \RXU SUR%OH 6RFLDO PDGLD VLW
WR PDQDJH ZKR FDQ YLHZ \RXU SRVWV SKRWRV|VHQG \F
$ (QVXUH \RXU SHUVRQDO LQIRUPDWLRQ SKRWRV|DQG YLC
\RXU WUXVWHG RQHV
$ %H FDUHIXO ZKLOH XSORDGLQJ \RXU SKRWRV RQ VRFLDO
ORFDWLRQ RU SODFHV \RX IUHTXHQWO\ YLVLW DV F\EHU
GDLO\ OLIH
J
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Story4: &\EHU %XOO\LQJ

6DPHHU LV DQ LQQRFHQW

DQG YHU\ VK\ ER\ +H

GRHV QRW IHHO FRQ%GHQW WR
WDON ZLWK SHRSOH IDFH WR
IDFH KHQFH KH WDONV WR
SHRSOH RQ VRFLDO PHGLD

2QH GD\ +LPHVK DORQJ
ZLWK KLV JDQJ RI IULHQ!
LQ VFKRRO KDUDVV 6DPF
E\ FDOOLQJ KLP D FRZDU
6DPHHU LIQRUHV WKHP I
KH LV QRW ORRNLQJ IRU
DUJXPHQW

+LPHVK ODWHU FUHDWHYV D
WUROO SDJH LQ WKH QDPH RI
6DPHHU RQ VRFLDO PHGLD
+H LUULWDWHY DQG GHIDPHV
6DPHHU E\ SRVWLQJ DGXOW
MRNHV DERXW KLP

+H DOVR SRVWV VHYHUDO
PHPHV DQG IXQQ\ YLGHRYV
ZKLFK JR YLUDO DQG
HYHU\RQH VWDUWV WR PDNH
IXQ Rl 6DPHHU DQG DEXVH
KLP



$IWHU LIQRULQJ IRU D

ORQJ WLPH 6DP

HHU LV

GHSUHVVHG DQG %QDOO

GHFLGHV WR WH
SDUHQWYV

+LV SDUHQWY ODWHU
FRPSODLQ WR WKH VFKRRO
DXWKRULWLHY DQG WR WKH
3ROLFH 6WDWLRQ 7KH
,QVSHFWRU IURP &\EHU
&HOO GHOHWHY WKH YLUDO

SRVWV

6DPHHU UHJUHWYV IRU

QRW LQIRUPLQJ VFKRRO
DXWKRULWLHY UHJDUGLQJ
WKH PDWWHU DW DQ HDUOLHU

+H +H

%H FDUHIXO )
,I \RXU FKLOGuV EHKDYLRU LV FKDQJLQJ DQG
EHIRUH
, VXGGHQO\ \RXU FKLOG VWRSVY WDONLQJ ZLW

., KH VKH VWRSV XVLQJ GLJLWDO GHYLFHV RU

ODNH \RXU FKLOGUHQ DZDUH WKDW F\EHU EXOO\

QHLWKHU GR WKH\ LQGXOJH WKHPVHOYHV LQ F\E

WHDVH WKHP

'LVFEXVV VDIH LQWHUQHW SUDFWLFHV ZLWK \RXU

ORQLWRU \RXU NLGuV DFWLYLW\ RQ LOQWHUQHW

FRPSXWHU PRELOH GHYLFHV

(YHQ LI WKH FKLOGUHQ RU VWXGHQWY NQRZ DER

EXOO\LQJ WKH\ VKRXOG KHOS WKH YLFWLP 5HS

LPPHGLDWHO\

OO0 KLV

KH VKH 1

K \RX R
LV VEDL
LQJ LV D
HU EXOC

IULHQG'
RFLDO F

XW DQ\
RUW WKI

'R QRW GHOHWH RIITHQVLYH PHVVDJHV DV LW ZLj

O KHOS
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MOBILE APPLICATION

How mobile applications can be used for cyber frauds?

LWK WKH LQFUHDVH LQ WKH XVH RI VPDUWSKRQHYV DQG WKH |
DSSOLFDWLRQV DVVRFLDWHG VHEXULW\ ULVNV KDYH DOVR LQFU
LQFUHDVHG IRXU WLPHV LQ WKH ODVW FRXSOH RI \HDUV DQG QR.:
WR H{WUDFW GDWD DQG PRQH\

ORELOH DSSOLFDWLRQV DUH ZLGHO\ XVHG QRW RQO\ IRU HQWHUW
SHUIRUP GD\ WR GD\ WDVNV VXFK DV ELOO SD\PHQWYVY EDQN DFFF
$vV D UHVXOW WKHVH DSSOLFDWLRQV DUH PRUH SURQH WR F\EH
DWWDFNV RQ FRPPRQO\ XVHG PRELOH DSSOLFDWLRQV VXFK DV (
DSSOLFDWLRQV

/HW XV ORRN DW VRPH GD\ WR GD\ H[DPSOH RQ KRZ PRELOH DSSC

Cyber-attacks using Infected Mobile Applications

3HRSOH EHFRPH KDELWXDO XVHUV RI FHUWDLQ PRELOH DSSOLF
ZbUuQLQJV )UDXGVWHUV XVH WKLV WR DWWDFN WKH YLFWLP E
DSSOLFDWLRQV 7KH\ LQIHFW WKH DSSOLFDWLRQV ZLWK PDOLFLR
DFFHVV WR \RXU PHVVDJHV 273 FDPHUD FRQWDFWV H PDLOV St
DOVR VKRZ REVFHQH DGYHUWLVHPHQWY VLJQ XVHUV XS IRU SDL
LQIRUPDWLRQ IURP WKH PRELOH HWF



MOBILE APPLICATION

Storyl: &\EHU $WWDFNV XVLQJ ,QIHFWHG ORELOH

6DPDQWKD DQG 5RKLQL
DUH UHVLGHQW GRFWRU
XVH D PRELOH DSSOLFD\
WR VFDQ PHGLFDO UHSR

Samantha 7KLV DSS

HQKDQFHV WKH TXDOLW!'
WKH SKRWRY DQG FRPEL
WKHP LQ D VLQJOH 3') %

Rohini , FDQ VKDUH
WKH UHSRUWYV ZLWK VHC
GRFWRUV IRU WKHLU RS

Samantha %XW , UHDG

WKDW WKLV DSS LV LQIHFWHG
ZLWK PDOZDUH ,W VKRZV
LQWUXVLYH DGV DQG SDLG
VXEVFULSWLRQV ,W KDV
HYHQ EHHQ UHPRYHG IURP
*RRJOH 30D\ 6WRUH

Rohini %XW , WKLQN LW ZLOO
QRW DIIHFW P\ SKRQH SOXV
WKLV DSS LV YHU\ XVHIXO IRU
PH , ZLOO QRW XQLQVWDOO LW

$IWHU D IHZ GD\V

5RKLQL QRWLFHV ZHLUG
VRXQGV IURP KHU SKRQF
6KH UHDOL]HV WKDW KH!
SKRQH KDV VWDUWHG
VKRZLQJ LQWUXVLYH
DGYHUWLVHPHQWYV



5RKLQL IHHOV HPEDUUDVVHG
WR KDYH RSHQHG VXFK
DGYHUWLVHPHQWY LQ IURQW RI
KHU FROOHDJXHYV

Samantha 'RQuW ZRUU\
LWpV QRW \RXU PLVWDNH
'RQuW IHHO HPEDUUDVVHG

Rohini ,W LV , VKRXOG
QLQVWDOOHG WK
., KDG WKH FKDQFH
S KDV DOVR

PH XS IRU SDLG
LSWLRQV ZLWKR:

~
w)
<
I
-

5RKLQL UHJUHWV WKDW
LJQRUHG WKH ZDUQLQJV
DQG FRQWLQXHG XVLQJ
DQ LQIHFWHG PRELOH
DSSOLFDWLRQ

¥ $0ZD\V LQVWDOO PRELOH DSSOLFDWLRQV IURP RI¥%FLDO
VRXUFHV

¥ 6FUXWLQL]JH DOO SHUPLVVLRQ UHTXHVWV WKRURXJKO\ F
SULYLOHJHG DFFHVV ZKHQ LQVWDOOLQJ XVLQJ PRELOH
JRU H[DPSOH D SKRWR DSSOLFDWLRQ PD\ QRW QHHG PLF

¥ 5HIXODUO\ XSGDWH VRIWZDUH DQG PRELOH DSSOLFDWLF
VHEXULW\ JDSV

¥ %YHZDUH RI PDOLFLRXVY DSSOLFDWLRQV RU PDOLFLRXV X¢
&OHDU DOO WKH GDWD UHODWHG WR WKH PDOLFLRXV DS
LPPHGLDWHO\
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What are Online Banking Frauds?

1RZDGD\V DOO EDQNLQJ VHUYLFHV DUH VKLIWLQJ RQOLQH 6HUYI
WUDQVIHU WR RWKHU DFFRXQWY UHTXHVWLQJ D FKHTXH ERRN &
RQOLQH ORVW RI WKHVH VHUYLFHV FDQ EH GRQH VLWWLQJ DW
$V WKH VHUYLFHV DUH VKLIWLQJ WRZDUGY RQOLQH SODWIRUPV
LQFUHDVLQJ -XVW OLNH ZH SURWHFW RXU ORFNHU IXOO RI MHZ]
RQOLQH EDQN DFFRXQWYV ZLWK VWURQJ SDVVZRUGV ,I WKH NH\
6LPLODUO\ LI WKH SDVVZRUG LV VWROHQ WKHQ WKH PRQH\ LQ
SURWHFWLRQ RI EDQN DFFRXQWYV ZLWK VWURQJ SDVVZRUGV EHFF

/HW XV ORRN DW VRPH H[DPSOHV RI RQOLQH EDQNLQJ IUDXG

Digital Payments Applications related attacks
'LJLWDO SD\PHQWY KDYH EHFRPH YHU\ FRPPRQ LQ WRGD\pV OLIH
DFFRXQW LV KDFNHG

Hacking of Bank Account due to Weak Password

,Q WKLV W\SH RI DWWDFN WKH DWWDFNHU KDFNV LQWR WKH YL
FRPPRQO\ XVHG SDVVZRUGV 2QFH WKH DFFRXQW LV KDFNHG WK
DQ LOOHJDO WUDQVDFWLRQ LQ RUGHU WR GHIDPH RU IUDPH WKH

Hacking of Multiple Accounts due to same password
, VDPH SDVVZRUG LV XVHG IRU PXOWLSOH DFFRXQWYV WKHQ KEC
KDFNLQJ RI RWKHU DFFRXQWYV



ONLINE BANKING
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Story1l: 'LJLWDO 3D\PHQWYV $SSOLFDWLRQV 5HODW

-RKQ DQG 6DKLO DOZD\V
XVH GLJLWDO SD\PHQWV
DSSOLFDWLRQV LQ WKHLU
GD\ WR GD\ OLYHV IRU
FRQYHQLHQFH

7KH\ SD\ KRXVH ELOOV
JURFHU\ H[SHQVHV DQG
DQ\ RWKHU H[SHQGLWXUH
XVLQJ GLIJLWDO SD\PHQWYV
DSSOLFDWLRQV

7KH\ UHDG QHZV RQ 79
WKDW WKH VHUYHU RI W
SD\PHQW DSSOLFDWLRQ
KDFNHG

OXOWLSOH DFFRXQWYV DI
DIIHFWHG DQG PDOQ\
XVHUV IDFH %QDQFLDO (
GXH WR WKLV



-RKQ ORVVHV DOO WKH
PRQH\ LQ KLV DFFRXQW

+RZHYHU 6DKLO ORVVHV
RQO\ IURP KLV
DFFRXQW

6DKLO ODWHU H[SODLQV
WKDW KH KDG RQO\ NHS!
) DV KLV PD[LPXP
WUDQVDFWLRQ OLPLW L
EDQN DFFRXQW DV ZHOO
DV GLJLWDO SD\PHQW
DSSOLFDWLRQ $V D UHV
WKH DWWDFNHU FRXOG |
H[WUDFW WKDW PXFK DP
I[URP KLV DFFRXQW

+H +H

N

1IHYHU VKDUH \RXU PRELOH XQORFNLQJ 3,1 RU SPVVZRUC
5HJLVWHU \RXU SHUVRQDO SKRQH QXPEHU DQG H PDLO Z

WR QRWL¥%FDWLRQV 7KHVH QRWL¥%FDWLRQV ZLO|O TXLFN

WKH XQVXFFHVVIXO ORJLQ DWWHPSWV WR \RXU RHW EDC
¥ $0zD\V UHYLHZ WUDQVDFWLRQ DOHUW UHFHLYHG RQ \RX

UHFRQFLOH ZLWK WKH DPRXQW RI \RXU SXUFKDMWJH

+H +H

$0ZD\V NHHS D PD[LPXP WUDQVDFWLRQ OLPLW IRU \RXU
6HFXUH \RXU DSSOLFDWLRQV ZLWK VWURQJ SDVYZRUG D

VXFK DV 273 HYHQ IRU WUDQVDFWLRQV EHORZ|\RXU PD
¥ 8QLQVWDOO DQ\ FRPSURPLVHG PDOLFLRXV DSSOLFDWLR(

J
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Story2: +DFNLQJ RI %DQN $FFRXQW GXH WR :HDN

Seema ,u00 GR LW IURP

\RXU SKRQH :KDWpV \RXU
SDVVZRUG"

Reena <RX NQRZ LW

GRQuW \RX ,WpV P\ ELUWK
GDWH

5DPHVK LV
HDYHVGURSSLQJ +H
OLVWHQV WR WKH HQWLUH
FRQYHUVDWLRQ

Seema 7KH FRQWULEXWLF
IRU WKH SDUW\ LV

<RX DUH FRPLQJ WR WKH
SDUW\ ULJKW"

Reena <HV ,uP FRPLQJ
,MOO WUDQVIHU PRQH\ X
QHW EDQNLQJ

5DPHVK %QGV RXW WKH
ELUWK GDWH RI 5HHQD LC
KDFNV LQWR KHU DFFRX
/IDWHU KH VWHDOV PRQt
IURP KHU DFFRXQW



5HHQD YLVLWV 3ROLFH

6WDWLRQ 7KH ,QVSHFW|
LQYHVWLIDWHY WKH FD\
%QGV RXW 5DPHVK ZDV

WKH FXOSULW

5DPHVK FRQIHVVHV WR
KLV FULPH DQG VD\V KH
KHDUG 5HHQD JLYH XS W
SDVVZRUG

WV WKDW VKH

UH
DN SDVVZRUG

UHG LW RSHQO\ ZLWK
QG 6HHPD

Techniques for strong password which are easy to remember:

$ )RU PDNLQJ XQLTXH SDVVZRUGV FUHDWH DV PDQ\ SDVV SK
GLIIHUHQW SDVVZRUGV IRU GLIIHUHQW DFFRXQWYV )RU H[DI
$ VKRSSLQJ®°® KSSQ 6 L J R
t RFWREHU ° F7 E U
RQH PRUH DOSKDEHW QXPEHU "~ p LV DGGHG DV 2RFWREHU?
t B6RFLDO 1HWZRUN ° F DOL1HWZ U.
t LQGRZV ° Z Q' :
t 18/LQX[ ° 1X/ 1X;
RQH PRUH DOSKDEHW QXPEHU ~ p LV DGGHG DV 218/LQX[® LV

6HW \RXU SDVVZRUGV WR EH DW OHDVW FKDUI;:WHUVO
ODNH WKH SDVVZRUGV VWURQJHU E\ FRPELQLQJ|OHWWHL
FKDUDFWHUYV
8VH D GLIITHUHQW SDVVZRUG IRU HDFK RI \RXU DFFRXQW\
8VH VWHS YHUL%FDWLRQ VXFK DV 273 ZKHQHYHU SRV\
, RQH RI \RXU RQOLQH DFFRXQWY KDV EHHQ KDFNHG LP
WKH SDVVZRUG WR D VWURQJ XQLTXH SDVVZRUG
'R QRW VKDUH \RXU SDVVZRUGV 3,1 ZLWK DQ\RQH
'R QRW VDYH \RXU XVHUQDPHYV DQG SDVVZRUGV)L

+H +H

+H +H +H

+H +H
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Story3: +DFNLQJ RI OXOWLSOH $FFRXQWYV GXH WR

$OWKRXJIK 5DPHVK JRW
FDSWXUHG 5HHQD KDGQ
UHFRYHUHG IURP WKH V|
WKDW WKH PRQH\ I[URP K
EDQN DFFRXQW ZDV VWR

7ZR GD\V ODWHU

Jayesh 7KDQN \RX IRU

OHDNLQJ WKH TXHVWLRQ
SDSHU IRU WRGD\pV H[DP
W ZDV UHDOO\ KHOSIXO

Reena :KDW , GLG QRW
OHDN WKH TXHVWLRQ SDSHU

Jayesh ,W LV XSORDGHG
RQ \RXU SUR%OH RQ WKH
VRFLDO PHGLD

5HHQD UHSRUWY WKH
LQFLGHQW WR WKH FRO(
DXWKRULWLHV DQG 3RO
BWDWLRQ



7KH ,QVSHFWRU H[SODLQV
WKDW KHU VRFLDO PHGLD
DFFRXQW ZDV DOVR KDFNHG
DV VKH KDG NHSW WKH

VDPH SDVVZRUG IRU EDQN
DFFRXQW DQG VRFLDO PHGLD
DFFRXQW

HQ
SW WKH VDPH

D UHJUHWYV WKDW \

SDVVZR

IRU EDQN DFFRXQW DQG

+H +H +H +H +H +H

+H +H +H

6HW \RXU SDVVZRUGV WR EH DW OHDVW FKDUI;
ODNH WKH SDVVZRUGYV VWURQJHU E\ FRPELQLQJ
FKDUDFWHUYV

8VH D GLIIHUHQW SDVVZRUG IRU HDFK RI \RXU D
.HHS XSGDWLQJ \RXU SDVVZRUG SHULRGLFDOO\
8VH VWHS YHUL%FDWLRQ VXFK DV 273 ZKHQHY
, RQH RI \RXU RQOLQH DFFRXQWYV KDV EHHQ KDH
WKH SDVVZRUG WR D VWURQJ XQLTXH SDVVZRU
'R QRW VKDUH \RXU SDVVZRUGV 3,1 ZLWK DQ\RQ
'R QRW VDYH \RXU XVHUQDPHV DQG SDVVZRUG L
$YRLG FKHFENLQJ ".HHS PH ORJJHG LQu RU "5HPH

VRFLDO PHGLD DFFRXQW
6KH WKHQ FKDQJHV
FUHGHQWLDOV RI DOO R
DFFRXQWYV

FWHUV O
OHWWHL

-FFRXQW\

HU SRV\
NHG LP

Py

D WKH Z|
PEHU PH

HVSHFLDOO\ RQ SXEOLF FRPSXWHUV )
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VIRUS ATTACK ON
PERSONAL COMPUTER

Virus Attack on Personal Computers/Laptops

SHUVRQDO &RPSXWHUV RU ODSWRSV SOD\ D YHU\ LPSRUWDQW
LQIRUPDWLRQ VXFK DV EDQN DFFRXQW QXPEHUV EXVLQHVV GRF
VWRUH SHUVRQDO %OHV OLNH SKRWRV PXVLF PRYLHV HWF LQV
GDWD LV KLIJIKO\ HVVHQWLDO -XVW DV ZH NHHS D SK\VLFDO ORFN
SURWHFW RXU YDOXDEOH GDWD IURP YLUXVHVY PDOLFLRXV DSSOL

/HW XV ORRN DW VRPH H[DPSOHV RQ KRZ RXHFMHUG/ EQ ¥OURR/P S XW

Virus Attack through external devices
$ YLUXV FDQ HQWHU WKH FRPSXWHU WKURXJK H{WHUQDO GHYLFF
FDQ VSUHDG DFURVYVY DOO WKH FRPSXWHU % OHV

9LUXV $WWDFN E\ GRZQORDGLQJ %OHV IURP XQ WUXVWHG ZHEVLV
7KH YLUXV FDQ HQWHU WKH FRPSXWHU E\ GRZQORDG RI %OHV IU
KLGGHQ LQ WKH IRUP RI PXVLF %OHV YLGHR %OHV RU DQ\ DWWU
DFURVVY DOO WKH FRPSXWHU %O0OHYV

Virus Attack by installation of malicious software

7KH YLUXV FDQ HQWHU LQWR WKH FRPSXWHU E\ LQVWDOOLQJ VRI
EH DQ DGGLWLRQDO VRIWZDUH KLGGHQ LQVLGH XQNQRZQ JDPH 3
FDQ VSUHDG DFURVY DOO WKH FRPSXWHU % OHV

$ 9LUXV ODOLFLRXV DSSOLFDWLRQ FDQ FDXVH YDULRXV KDUPV VX
GDWD FRUUXSWLRQ GHOHWLRQ RU GDWD ORVV



VIRUS ATTACK ON
PERSONAL COMPUTER

Storyl: 9LUXV $WWDFN WKURXJK H[WHUQDO GHYLI

, QHHG WR WDNH SULQW
RI D IHZ GRFXPHQWYV /H
PH SXW WKH GRFXPHQW)
D 86% GULYH DQG JR WR
F\EHUFDIp

5DPHVK JRHV WR D
F\EHUFDIp WR WDNH SULQW
RXW RI KLV GRFEXPHQWYV

5DPHVK SOXJV LQ WKH
86% GULYH DQG WDNHV
SULQW RXW +H LV XQDZ
WKDW WKH FRPSXWHU L
F\EHUFDIp LV LQIHFWHG
YLUXV

$V D UHVXOW WKH 86%
GULYH WRR LV QRZ LQIH
ZLWK YLUXV



5DPHVK JRHV EDFN

KRPH

, QHHG WR WDNH PRUH
QW RXWV OHW PH SXW
H GRFXPHQWV LQ WKH
% GULYH

5DPHVK FRQQHFWYV
86% GULYH WR KLV
FRPSXWHU 7KH YLUXV
JHWV WUDQVIHUUHG WR KLV
FRPSXWHU

7KH FRPSXWHU VORZV

GRZQ GXH WR YLUXV
LQIHFWLRQ

5DP
SHU
YLG
GRF
UHS
L

5
G
D
E

HV
VR
HR
X

¥ &RPSXWHUV /DSWRSV VKRXOG KDYH D %UHZDOa

UXQQLQJ WKH ODWHVW YHUVLRQ
$ $0ZD\V VFDQ H[WHUQDO GHYLFHV H J
FRPSXWHU

¥ $0zD\V NHHS WKH 2% OXHWRRWK?® FRQQHFWLRQ L
WR DFFHVV %OH WUDQVIHUV RQ \RXU PRELOH SK
¥ %HIRUH GLVSRVLQJ RI FRPSXWHUV RU PRELOH G
SHUVRQDO LQIRUPDWLRQ )RU PRELOH GHYLFHYV
RSWLRQ IRU D VHFXUH UHVHW IDFWRU\ UHVHW B

86 %

IRU

D K ORVHV KLV

H QDO SKRWRYV

L V JDPHV VFDQQH
R PHQWY KHDOWK
HSRUWY DQG RWKHU
PSRUWDQW GRFXPHQW\
D

L

Q

R

PHVK UHJUHWYV WKDW
G QRW LQVWDOO DQ

WL YLUXV VRIWZDUH L
PSXWHU

DQG DQ\
YLUXVH\

Q DQ LQ
RQH RU
HYLFHV
WKLV FI

I WKH G
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Story2: 9LUXV $WWDFN E\ GRZQORDGLQJ %OHV IUF

Rohit 'LG \RX OLVWHQ WHE
WKH ODWHVW PXVLF DOE
E\ WKDW QHZ DUWLVW"

Mohit 1R , GLG QRW
,V LW UHDOO\ JRRG"

Rohit 21 FRXUVH

LW LV 'RZQORDG LW
DQG FKHFN LW RXW
\RXUVHOI



ORKLW GRZQORDGV WKH
PXVLF DOEXP IURP XQ
WUXVWHG ZHEVLWH

8QIRUWXQDWHO\ KLV
FRPSXWHU JHWV LQIHFW
ZLWK YLUXV

ORKLW UHJUHWYV
GRZQO RDGLQJ ¥%OHV IURP
XQ WUXVWHG ZHEVLWH

$+ 1HYHU GRZQORDG RU LQVWDOO SLUDWHG VRIWZDUH DS
ODSWRSV RU KDQG KHOG GHYLFHV ,W LV QRW RQO\ LOO|
YXOQHUDELOLW\ WR SRWHQWLDO F\EHU WKUHDWYV

$ 'R QRW FOLFN RQ WKH 85/ OLQNV SURYLGHG LQ VXVSLFLI
ORRN JHQXLQH DV WKLV PD\ OHDG \RX WR PDOLALRXV ZH
DWWHPSW WR VWHDO PRQH\ RU SHUVRQDO LQIRUPDWLRC

$ $0ZD\V FKHFN 2KWWSV? DSSHDUV LQ WKH ZHEVLWHPV DG
DQ RQOLQH WUDQVDFWLRQ 7KH 2V VWDQGV IRU|2VHFXU|I
FRPPXQLFDWLRQ ZLWK WKH ZHESDJH LV HQFU\SWHG




VIRUS ATTACK ON
PERSONAL COMPUTER

Story3: 9LUXV $WWDFN E\ LQVWDOODWLRQ RI PDO

Mohan 'LG \RX KHDU
DERXW WKLV QHZ JDPH"
/IHW XV GRZQORDG DQG
SOD\ WRIJHWKHU /HW PH
VKRZ \RX

Kiran ,W ORRNV H[FLWLQ
/IRRN WKHUHpV WKH
GRZQORDG EXWWRQ

ORKDQ GRZQORDGV WKH
JDPH DQG LQVWDOOV LW
FOLFNV RQ DQ H[HFXWDI
%0H WR UXQ WKH JDPH

$ UDQGRP DSSOLFDWLRC
ODXQFKHV LWVHOI DQG
FRPSXWHU JHWV LQIHFW
ZLWK YLUXV



OXOWLSOH DSSOLFDWLRQV DUH
LQVWDOOHG RQH DIWHU WKH
RWKHU

Mohan :KDW LV WKLV

7KH VIVWHP KDV VORZHG
GRZQ $QG ZKDW DUH

WKHVH DSSOLFDWLRQV 6R
PDQ\ DSSOLFDWLRQV DUH
LQVWDOOHG DXWRPDWLFDOO\

Kiran 7KLV LV D

YLUXV

DWWDFN :H ZLOO KDYH
IRUPDW WKH VI\VWHP WR

ULG RI LW

.LUDQ DQG ORKDQ UHJU
LQVWDOOLQJ DQ XQ WU

VRIWZDUH DQG
WKHLU GDWD

N

ORVLQJ

¥ $0zD\V XVH JHQXLQH VRIWZDUH DQG DSSOLFDWLRQV WR
*HQXLQH VRIWZDUH JHWV UHJXODU XSGDWHV WR SURWH|

WKUHDWYV
¥ I1HYHU GRZQORDG RU LQVWDOO SLUDWHG VRIWZ
ODSWRSV RU KDQG KHOG GHYLFHV ,W LV QRW R

DUH DSE
QO\ LOOI

YXOQHUDELOLW\ WR SRWHQWLDO F\EHU WKUHDWYV

¥ $0zD\V UHDG WKH WHUPVY DQG FRQGLWLRQV EHI

RUH LQV'
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GENERAL TIPS

$0ZD\V NHHS \RXU VIVWHPV GHYLFHY GHVNWRS ODSWRS PRE
SURWHFW V\VWHPY GHYLFHV WKURXJK VHFXULW\ VRIWZDUH VX
$0ZD\V GRZQORDG VRIWZDUH RU DSSOLFDWLRQV IURP NQRZQ
VRIWZDUH RQ \RXU VI\VWHPV GHYLFHV

(QVXUH DOO GHYLFHVY DFFRXQWY DUH SURWHFWHG E\ D VWURG
RU SDVVZRUG ZLWK DQ\RQH

'R QRW VKDUH \RXU QHW EDQNLQJ SDVVZRUG 2QH 7LPH 3D
EDQNLQJ 3,1 &99 QXPEHU HWF ZLWK DQ\ SHUVRQ HYHQ LI KH
UHSUHVHQWDWLYH Rl WKH EDQN DQG UHSRUW VXFK LQVWDQF|
$0ZD\V FKDQJH WKH GHIDXOW DGPLQ SDVVZRUG RQ \RXU :L )L
RQO\ WR \RX ,Q DGGLWLRQ DOZD\V FRQ%JXUH \RXU ZLUHOH\
FRQWDFW \RXU QHWZRUN VHUYLFH SURYLGHU LQ FDVH RI DQ
%H FDXWLRQV ZKLOH EURZVLQJ WKURXJK D SXEOLF :L )L DC
SURIHVVLRQDO DFFRXQWYV VXFK DV H PDLO RU EDQNLQJ RQ Wk
$0ZD\V XVH YLUWXDO NH\ERDUG WR DFFHVV QHW EDQNLQJ IDF
IURP EDQNLQJ SRUWDO ZHEVLWH DIWHU FRPSOHWLRQ RI RQ¢
EURZVLQJ KLVWRU\ IURP ZHE EURZVHU ,QWHUQHW ([SORUHU

Rl RQOLQH EDQNLQJ DFWLYLW\

'R VFDQ DOO H PDLO DWWDFKPHQWV IRU YLUXVHV EHIRUH RS
DWWDFKPHQWY UHFHLYHG LQ H PDLOV IURP XQNQRZQ RU XQ W
%H FDUHIXO ZKLOH VKDULQJ LGHQWLW\ SURRI GRFXPHQWYV HVS
Rl WKH FRPSDQ\ SHUVRQ ZLWK ZKRP \RX DUH VKDULQJ LQIRUP
1RWH WKH ,0(, FRGH RI \RXU FHOO SKRQH DQG NHHS LW LQ D
EORFN WUDFH D SKRQH XVLQJ WKH ,0(, FRGH LQ FDVH WKH FH
2EVHUYH \RXU VXUURXQGLQJV IRU VNLPPHUV RU SHR$TH REVF
"LVFXVV VDIH LQWHUQHW SUDFWLFHYV DQG QHWLTXHWWHY ZLW
WKHP WR OHDUQ PRUH DERXW F\EHUFULPHV DQG VDIH F\EHU S
'R QRW VDYH \RXU FDUG RU EDQN DFFRXQW GHWDLOV LQ \RXU
RU IUDXGXOHQW WUDQVDFWLRQV LQ FDVH RI D VHFXULW\ EUH
0 \RX WKLQN \RX DUH FRPSURPLVHG LQIRUP DXWKRULWLHV LI
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INCIDENT

Where to Report a Cyber Fraud?

9LVLW WKH QHDUHVW SROLFH VWDWLRQ LPPHGLDWHO\
7R UHSRUW F\EHUFULPH FRP S Rdidn@ \@WerRSpeL RepbrtingLPottalv W K H
7KLY SRUWDO FDQ BEHpsDéybeicuvehev.idW ,Q WKLV SRUWDO WKH
VHFWLRQV 2QH VHFWLRQ LV WR UHSRUW FULPHV UHODWHG W
EH OHG DQRQ\PRXVO\ DV ZHOO $QRWKHU VHFWLRQ LV WR U}
DOVR %OH D FRPSODLQW RI¢{(LQH E\ GLDOLQJ WKH KHOSOLQH C
,Q FDVH \RX UHFHLYH RU FRPH DFURVV D IUDXG VPV H PDLC
VHQVLWLYH SHUVRQDO LQIRUPDWLRQ RU Mabe@bdhtr& BpyeDd OV S C
ZHE SR UW D O wE/W.Nhovthhghirg.in
5HIHU WR WKH ODWHVW DGYL\CERITHN \R @tdd:/fdwelt-n.brigviX HG E\
5HSRUW DQ\ DGYHUVH DFWLYLWCERTINK®@YDQW HGB ERE DY I RFUK QR
E-mail: LQFLGHQW#FHUW LQ RUJ LQ
Helpdesk :
BURYLGH IROORZLQJ LQIRUPDWLRQ DV PXFK DV SRVVLEOH ZK
¥LPH RI RFFXUUHQFH RI WKH LQFLGHQW
$QIRUPDWLRQ UHJDUGLQJ DIIHFWHG VA\VWHP QHWZRUN
B\PSWRPV REVHUYHG
7R UHSRUW ORVW RU VWROHQ PRELOH SKRQHV 3%OH D )LUVW
3RVW %0LQJ WKH ),5 LQIRUP '"HSDUWPHQW RI 7THOHFRPPXQLI|
QXPE®MM22 RU %OH DQ RQOLQ HerR PERGOdnRQ WieritQ Register
(CEIR) SRUWDO E\ htp&Neeigov@d  $IWHU YHUL%FDWLRQ 'R7 ZLC
SKRQH EORFNLQJ LW IURP IXUWKHU XVH ,Q DGGLWLRQ WR
XVLQJ D GLIIHUHQW 6,0 FDUG WKH VHUYLFH SURYLGHU ZL((
WKH SROLFH



NOTES




Disclaimer

7KLV ERRNOHW LV GHVLJQHG VROHO\ WR SURYLGH KHOSIXO LQIR
GLVFXVVHG DQG VKRXOG QRW EH XVHG DV D VXEVWLWXWH IRU D¢
FKDUDFWHUV HQWLWLHY SODFHV DQG LQFLGHQWY KDYH EHHQ
UHVHPEODQFH WR UHDO SHUVRQV HLWKHU OLYLQJ RU GHDG LV
7KLY ERRNOHW LQFOXGHY FHUWDLQ PDWHULDO IURP WKLUG SDU\
FRQWHQW FRQWLQXHV WR EH RZQHG E\ WKH UHVSHFWLYH WKLUC
LQ SUHSDULQJ WKLV ERRNOHW WKH SXEOLVKHU PDNHV QR UHS!
DVVXPHV QR OLDELOLWLHV RI DQ\ NLQG ZLWK UHVSHFW WR WKH
VSHFL%FDOO\ GLVFODLP DQ\ LPSOLHG ZDUUDQWLHV Rl PHUFKDC
SXUSRVH RU RI WKH UHVXOWY REWDLQHG IURP WKH XVH RI WKH L
WKH SXEOLVKHU QRU LWV DVVRFLDWHG SDUWQHUV EH KHOG OLD
UHVSHFW WR DQ\ ORVV RU LQFLGHQWDO RU FRQVHTXHQWLDO GDF
RU DQ\RQH HOVH E\ WKH LQIRUPDWLRQ FRQWDLQHG KHUHLQ RU
UHOLDQFH RQ WKH LQIRUPDWLRQ FRQWDLQHG KHUHLQ
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