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Customer Awareness Guide

Safeguard yourself from online frauds
Stay Alert and Safe

O ]. Created By IT Department



Dear Customers,

Awareness is the key to prevent cyber frauds

As the world continue to digitize and become more linked, cyber security has become a serious concern for
everyone.

A cyber-attack is any attempt to gain unauthorized access to a computer, computing system or computer
network with the intent to cause damage. Cyber-attack aim to disable, disrupt, destroy, or control computer
systems or to alter, block, delete, manipulate, or steal the data held within these systems.

Cyber criminals launch most cyber-attacks, especially those against the individuals/commercial entities, for
financial gain. These attacks often aim to steal sensitive data, such as customer credit card numbers or
employee personal information, which the cybercriminals then use to access money or goods using the
victims' identities.

The most popular type of cyber-attacks, known as social engineering attacks, take advantage of social
interactions to get access to important data. Deception is at the heart of all social engineering attacks. Cyber
thieves deceive and influence their victims into performing specific acts, such as circumventing security
measures or exposing sensitive information. Similarly, accepting attachments from unknown senders,
clicking on links in phishing emails, and using weak passwords are just a few examples of how an
individual's actions can cause vulnerabilities that even the strongest cyber security systems cannot prevent,
because the victim himself/herself allows the attacker to enter the system.

There is no guaranteed way for any organization to prevent a cyber-attack, but there are numerous
cybersecurity best practices that organizations can follow to reduce the risk. Reducing the risk of a cyber-
attack relies on using a combination of skilled security professionals, processes, and technology. With cyber-
threats increasing significantly, cybersecurity awareness is vital to keep your workforce and business safe
online.

The effective cybersecurity measures necessitate that every individual and every user of digital
applications/platforms be aware of cyber security dangers and best practices to follow for safe use of IT and
digital platforms. This booklet is designed to teach you the fundamentals of cyber security, the cyber frauds
that take place, as well as the recommended practices for conducting secure digital transactions. We are
confident that the booklet will assist you in better understanding cyber threats and guide you on a safe and
secure digital journey with Rajasthan Marudhara Gramin Bank.

Be a cyber aware customer.
With Best Wishes,
ITS DEPARTMENT

(RMGB)
30 September 2024
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Introduction To Cybersecurity

Cybersecurity refers to the safeguarding of electronic
Infrastructure, including servers, data, computers, mobile
devices, and networks from malicious attacks. The key to
cybersecurity is implhnting adequate measures to ensure
g Online and digital sai*é'tgl, protecting against frauds and

unauthorized access by hackers.
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19 out of 20 cyber frauds will not take place at all,
If human error is eliminated entirely.

In the context of cyber security, human error refers to unintended
action(s) or lack of action(s) by users that may result in a cyber
incident. Studies suggest that as much as 95% of such incidents are
attributed to human error. If it were possible to completely
eliminate human error, approximately 19 out of every 20 cyber
breaches could be prevented.

Let us strive to reduce human error & create a holistic
defence against cyber crime. Stay Alert!
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Some common human errors committed by users
are:

>
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Downloading mobile apps on the advice of unknown
person(s).

Clicking on unknown links sent by SMS or Email.

Sharing of financial details such as Card
No./PIN/CVVV/OTP with others on emails/calls/SMS/social
media.

Granting permission to mobile applications like access to
gallery, messages, contacts, maps etc. which may not be
required for the functioning of the app.

Connecting devices to unauthorised public Wi-Fi
networks for performing digital transactions.

Using weak or easily guessable passwords and not
changing them frequently.
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Income Tlax
Return Fraud

IT return fraud is prevalent and
cybercriminals send bulk SMSs
asking users to submit an
application for initiative of an
Income tax refund.

These messages contain a link that
redirects users to a webpage that
looks very similar to the official
Income tax e-filing website.
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Personal
Information

>

Full Name

PAN

Aadhar Number
PIN Code
Address

Mobile Number
Email Address

Gender

Created By IT Department



Banking After submitting crucial data,
Information Users are asked to install an app
to receive money. The malicious
app asks for device admin rights

» Account Number
& other permissions like reading
» IFSC Code email messages, call logs, etc.,
> Credit Card Number taking complete control of the
user’s device. With these details
» EXxpiry Date & control over mobile, they
> CVV execute fraudulent transactions
through your account.
» PIN Number

Always validate such SMSs before responding to them. Visit
the official IT return website by typing the URL.

Created By IT Department



ILLEGAL LOAN APPS SCAM

In recent years, a surge has been observed in financial fraud
involving illegal and unregulated digital loan applications offering
loans at a higher rate of interest. From 928 in 2021 to 3,471 in 2022,
cases of fraud and extortion through apps offering small loan have
been received by the Mumbai Cyber Crime Branch.

FRAUDSTERS TARGET PEOPLE FROM LOW OR
MEDIUM-INCOME GROUPS WHO:

HAVE LOWER CREDIT SCORES, POOR CREDIT, HEAVY DEBT,
LESS KNOWLEDGE OF HNANCE AND TECHNOLOGY.

THEY ARE OFFERED SMALL. AMOUNTS(X10,000 -%30,000) AS LOAN
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» After downloading the app, users are prompted to fill out an
application form seeking confidential details like PAN,
Aadhaar number, bank account details, etc.

» These apps also ask for access to the microphone, photo
gallery, mail and contacts.

» Once the victim’s information is collected and the loan is
disbursed without clear-cut terms & conditions and listed
fees, the app operator threatens to make the victim’s
confidential data public if repayment of the loan is delayed
or missed.

Always check whether these loan apps are affiliated with
any bank or NBFC before providing any confidential
information.
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FAKE APP

KYC SCAM THROUGH
DOWNLOAD

Scammers send bulk SMSs to people in the name of KYC
updation and create a sense of urgency by stating that
“Your account will be blocked”.
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» Due to fear of the account getting blocked, the victim
navigates to the link to download fake APK File.

» Once the APK file is downloaded on the victim’s phone, the
app requests permissions to access

» Messages & Emails > Contact directory

» Call logs » Other personal information

D

» The fake app asks for your personal details like
» Aadhaar » Login ID & Password

> PAN » OTP, etc.

As the malicious app looks like the genuine one, the victim
submits all the information and falls prey to such frauds.
Always download the banking apps from trusted official
stores such as App Store, Play Store after understanding
the functionality of these
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KYC SCAM THROUGH FAKE WEBSITE

Cybercriminals send fake messages to multiple users asking
them to update their KYC details immediately in order to avoid
their bank account getting blocked.

» The victim reacts to this SMS immediately and clicks on the
malicious link to update KYC details.

» The victim gets redirected to a fake website that looks very
similar to a genuine bank’s website.

» The victim enters the correct login credentials which are used
by fraudsters to get access to the victim’s net banking
account and hence, the OTP is generated.

\ » Victim enters the OTP and
: fraudsters get access to the
’ victim’s account which they
§ misuse to siphon off the
|

money.

Verify the sender details of
the SMS and validate the URL
before responding to such
SMSs.
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ELECTRICITY BILL FRAUD

Many users receive an SMS from a random number regarding the
disconnection of power supply.

» Due to genuine fear and sense of urgency, people call the mentioned
number. The receiver impersonates an electricity department official
who tricks the victim to trust the person.

» The fraudster typically asks the potential victim to download an app
for making the due payment.

» Once the app is downloaded, the victim is asked to share the passcode
to verify the app and tells the victim to proceed with the payment of

dues immediately. ———

» The victim, unaware of the scam,
makes the payment without realizing 919234431231
that their mobile screen is being
recordEd by the fraUdSter USing the Dear Consumer Your Electricity power
screen-sharing app which the victim will be disconnected tonight at 9:30pm
mUSt have downloaded. from electricity office. because your

previous month bill was not updated
Please immediately contact
+91123456789 Thank you

» The fraudster misuses the sensitive
information to access the wvictim’s
account and siphons off all tré
money.

Do not download any app

on the advice of any

stranger.
Think before you act.
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UPI COLLECT
REQUEST SCAM

WARNING !
Fake UPI




UPI COLLECT REQUEST SCAM

Cybercriminals create fake “collect requests” and send it to
many users asking them to accept the “collect request” to
receive money from them.

OBl T © @

=

-

Strangerrequested money from you
+ Hrraa 9004

1,000

Pay (  Decline )

©® Request received

Ignore this request if you have already made this
payment outside of Google Pay

2 Sept 2024, 4:38 pm

[@ Having issues? ‘ ‘ < Share |

» When the victim accepts the
fraudster’s collect request and
submits the UPI PIN, money
IS debited from the victim’s
account.

l » UPI collect request is sent to

the victim for payment of a
specified amount. The victim
does not receive any money
by accepting the “collect
request”.

_ Always remember UPI PIN is
not required to receive
gnoney. Do not accept UPI
collect request from unknown
sources.
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UPI QR CODE SCAM

Fraudsters target people who list their products for sale on
online websites like OLX, eBay etc. Fraudsters call the
sellers and agree to buy the product as per the listed price.

» To gain the victim’s trust, the
fraudster sends a minimum
token amount and then sends the
QR code to receive the remaining
money.

» The victim, unaware of the scam,
scans the QR code and submits
the UPI PIN thinking they will
receive the money, but instead,
money is debited from their
account.

» Once the victim scans the QR 32300 deducted from
code and submits the UPI PIN, your account
the account gets debited

Always remember QR code is
scanned to make a payment and
not to receive any payment.
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FAKE CUSTOMER CARE/CONTACT
CENTER SCAM

Cybercriminals create fake pages for customer care/ contact center
details pretending to be a genuine organization. The fake page
displays the mobile number of fraudsters as contact center details.

When any person searches the customer care details on Google, the
fraudster’s details are displayed. When the number is dialed, the
fraudster tricks the victim to trust them and do as they instruct.

The fraudster asks the victim to 90000,

» Share personal details

» Share banking details

» To download a remote
access app

N

The victim downloads the app,
unaware that the fraudster has
access to screen. The fraudster
misuses these details, executes

the fraud and steals the victim’s 2
money. -

Always visit the official website for customer care or
contact details.
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REMOTE ACCESS APP SCAM

The fraudster i1s working on developing a
website and ensuring that the customer care
number created by her is ranked on top of
earch results.

Fraudster: “This is perfect, no one will be
able to suspect this is a fake number.”
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Ramesh receives a parcel, but it is not what he
ordered and hence starts finding the customer
care number online.

Ramesh: “Oh no! This is not what | ordered.
Let me call the customer care number and
get a refund.”

Ramesh starts searching for the customer
care number and finds it. He clicks on the
first number that shows up and asks for the
return & refund to be initiated.

Ramesh: “Hello! | received a
parcel and it is not what |
ordered. Please initiate the
process for return and refund.”
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The fraudster is happy to receive a call from
the trap she has set. She now knows how to
CON this man.

Fraudster: “ | am sorry sir that you faced an
Issue with the parcel. 1 will definitely help
with the booking your return and initiate the
refund. I have shared an SMS to your
registered number. Please click on the lin
and download the app.”
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The fraudster is thrilled to get him to download
the app, She is now just one step away from
looting him of his savings.

Fraudster: “That’s great! Please
open the app and share the ID
visible on the app to complete
the verification.”

Being unaware about the features of the app,
Ramesh shares the desk ID with the caller.

Ramesh: “Sure, the desk ID is
233 XXX XXX.”
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The fraudster now sends another SMS that
shows that refund amount has been credited
to Ramesh.

Fraudster: “Thank you for sharing the
ID sir, We have initiated the refund,
kindly check your bank account to

confirm that you have received the
refund.

Ramesh receives an SMS about money being
credited to has bank account.

Ramesh: “Yes, | have
received an SMS”

Dear Customer,

Your account has been credited
with Rs 3700.00 on 13-09-24.
If not done by you, call our
customer helpline number.
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Ramesh logs into his account without
reallsmg the screensharing app is still running

With the remote access app working in the
background, the fraudster gets access to
Ramesh’s bank account and initiates
withdrawing money.

Fraudster: “Oh, let me check again.”

11:15 il 4c mm) 11:16 ! 4G (=)

Rajasthan Marudhara Gramin Bank I
Tulsi Tower, 9th B Road ,Sardarpura O
Jodhpur - 342003 Rajasthan

Rajasthan Marudhara Gramin Bank
Last login From Mobile, Aug 22, 2024 5:08:29 PM

Tulsi Tower, 9th B Road ,Sardarpura
Jodhpur - 342003,Rajasthan

Account Number
XXX XXX XXX 59 &

Version 1.2.9 Show Balance

Login with Mpin

Enter Quick Access MPIN

Fund Transfer with
Beneficiary

o
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Profile Notifications
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Ramesh starts receiving debit message
on his phone.

AD-RMGBBK

Dear Customer,

You’re a/c no. XXXXXXXX59 is
debited with Rs. 10000.00 on 04-09-24
and credited to a/c XXXXXX21 (IMPS
Ref no 203394223432). If not done by
you, call +912912593100 -RMGB

Dear Customer,

You’re a/c no. XXXXXXXX59 is
debited with Rs. 20000.00 on 04-09-24
and credited to a/c XXXXXX21 (IMPS
Ref no 22565433217). If not done by
you, call +912912593100 -RMGB
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4. Turn off or Disable “Allow installation of apps from sources
other than the “Play store or App store” option under Settings —
Security.

5. Beware of persons |
asking you to download
any apps, as such apps may
help them access your
device.

© 251 18 vl *551 @

RMGB Mobile

CedgeTechno

3.9% 2
3K reviews ©®

6. If you suspect that your
device 1s behaving
abnormally, immediately
disconnect your device “
from the internet and install on phone. More devices available.

restart your Device.
of the app.

+/ Phone [ﬂ Chromebook J l[} Tablet ]

Stay Alert & Safe
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FAKE BANK APP SCAM

il | @ The fraudster is working
diligently and creating a
fake version of the lending
app- They know that this is
just the first step in their
plan to scam unsuspecting
victims.

With the fake app ready, the fraudster knows that many
people will be unaware of the difference between a fake
and a real bank app. They will be tempted to download the
fake bank app, thinking that it is legitimate.

Fraudster: “Hal! This will be the perfect way to
steal people’s money!”




The fraudster sends out fake SMSs, pretending to be the bank
and urging people to download the app. They know that many
people will fall for the trick.

Fraudster: Perfect! This is going to fool
so many people. Time to upload it and
start sending out those SMSs.

Many suspecting victmis receive the sms message with a
fake link and believe that it is a legitimate message from
their bank. They click on the link to download the app,
thinking it will improve their banking experience.













SOCIAL ENGINEERING ATTACKS

Social engineering is the use of psychological manipulation to
influence individual or groups into divulging sensitive, private
or financial information.

TYPES OF SOCIAL ENGINEERING ATTACKS:

- -
- -
—___—‘ ——_——
- -
- -

Attackers trick victims Scammers offer something The attacker creates
by making them click on :| enticing to the victim like a scenario where the
~amalicious link or free music download or gift . victim feels |
downloading a file card to lure them into compelled to
~containing malware via clicking on a malicious link | - comply under false
text, email or social or downloading a malicious | = preteens.
- media. T file. ’r
; 01 ii 02 y 03 §
{ Phishing Scams | | Baiting i | Pretexting |
e I R i S :
Lo o

A T

i Spear ¥ R ]

| Phishing || |on93tng |

Scammers gain confidential or An attack used to gain physical access
private information by targeting = = to an unauthorized location. It is
specific people within an achieved by following an authorized
organization. user into the area without being noticed.
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HOW SCAMMERS USE EMOTIONS TO TRICK/MANIPULATE YOU

Fear Empathy
Creating a sense Using empathy to
Creating a sense of fear by establish a

of enticing the pressuring the connection with
victim victim into taking the victim and
immediate action gain their trust

Curiosity

Familiarity Authority

Pretending to be
Pretending to be someone in a

Urgency

Creating a sense

know authority

HOW TO PREVENT SOCIAL ENGINEERING ATTACKS

» Refrain from clicking on any suspicious links or downloading any
unknown files.

» Use two-factor authentication to protect your account from scammers
trying to gain access.

» Keep all software, including operating systems, browsers and plugins
up to date with the latest patches and security updates.

» Limit access to sensitive information to only those who require it to
perform their job duties.

» Establish clear and concise security policies and guidelines for
employees to follow.

» Educate yourself and stay up to date with all the recent types of
attacks taking place.
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